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EXECUTIVE SUMMARY

Part 1 of this series, Platform Engineering for Developers, described the operating model that
makes modern software delivery consistent, governed, and fast: twelve planes, seventy-six
components, golden paths, and the discipline of encoding decisions once instead of re-deriving
them under pressure on every team, every time. It also introduced the newest of those twelve
planes, the Al Plane, and the eight components that make it up: Model Serving & Inference,
Fine-Tuning & Model Customization, Retrieval & Knowledge Grounding, Prompt & Model
Registry, Agent Orchestration & Tool Governance, Al Evaluation & Red-Teaming, Al Observability,
and Al Governance & Responsible Al Controls, without going deep into any of them. This
document assumes that foundation and answers the question Part 1 deliberately left open:
once that foundation is genuinely in place, what does software development actually look like
when Al is fully embedded in it, in enough operational detail that a developer or an engineering
lead could recognize their own future workflow in it, not just the concept behind it?

The honest, short answer is that it looks very different from what has come to be called “vibe
coding,” and the difference is not about which model you use or how good your prompts are. Itis
architectural. Vibe coding is what Al-assisted development looks like in the absence of the
foundation described in Part 1. Al-augmented engineering is what it looks like in its presence.
Same underlying models, same generative capability, fundamentally different outcome,
because the platform, not the prompt, is what determines whether Al's output is trustworthy at
scale.

This document goes considerably deeper than a conceptual overview. It walks the entire
software factory stage by stage, and along the way it shows, concretely, that most of what it
means to “build an Al-powered feature” is implementing one or more of the Al Plane's eight
components: how Al agents are given safe access to the platform's interfaces through protocols
such as the Model Context Protocol is Agent Orchestration & Tool Governance in practice; how
non-human identity and permission scoping work for autonomous coding agents is the same
component's governance in practice; and, in the section that deserves the most attention from
any organization already running Al coding tools in production, how the Al tooling itself has to be
evaluated, tested, red-teamed, and continuously monitored is Al Evaluation & Red-Teaming and
Al Observability in practice. That last section also confronts a genuinely recursive question this
series has flagged but not yet resolved: what happens when the thing checking your Al's work is
itself Al? It also flags, deliberately as a pointer rather than a full treatment, that using Al for
engineering does not require depending on a small number of closed, hosted model providers:
open-weight models are a legitimate, increasingly mainstream option worth evaluating on their
own merits, and one that changes how thick several of the Al Plane's components actually are in
practice.

This document has two audiences at once, deliberately. If you write code, it describes what your
daily workflow actually looks like in a mature Al-augmented factory: where Al helps, where it is

deliberately kept on a short leash, and what skills matter more, not less, as a result. If you lead a
team, it describes what changes about how you manage, measure, staff, and grow engineers
once a meaningful share of code is Al-generated, and it gives you a concrete blueprint for the
evaluation and governance function your team will need to build or borrow from the platform
team, because “we trust the vendor’s benchmarks” is not a substitute for it.
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VIBE CODING: WHAT IT IS, AND EXACTLY WHY IT IS
DANGEROUS

Vibe coding is informal, intuition-driven use of Al to produce software: describing roughly what
you want, accepting what the model produces with little scrutiny, iterating by re-prompting
rather than by understanding, and moving on once the result appears to work. It is not defined
by which toolis used. The same coding assistant can be used for vibe coding or for rigorous,
governed engineering. It is defined by the absence of structure around its use: no architectural
intent guiding the request, no validation beyond “does it run,” and no accountability trail for
what was generated, why, or by what standard it was judged acceptable.

The observation that Al-assisted coding is the fastest way to make a bad developer dangerous is
worth taking seriously rather than treating as a soundbite, because it identifies the mechanism
precisely. Before generative Al, producing a large amount of code, quickly, required at least
some accumulated skill. The sheer mechanical effort of typing, debugging, and assembling a
working system imposed a natural, if imperfect, floor under how much damage inexperience
could do in a day. Al removes that floor. It is now possible to produce a large, functioning,
confident-looking system without the judgment that used to be a prerequisite for producing it at
all. The code runs. Whether it is secure, maintainable, consistent with everything else in the
estate, or even solving the right problem, is a separate question that vibe coding, by definition,
never asks.

The resulting failure patterns are consistent and well documented across every organization
that has watched this play out at scale. Architecture erodes silently, because each Al-assisted
change reflects only the local context it was given, not the system's overall design. Security
vulnerabilities are introduced at a volume no manual review process was sized for, because
insecure patterns that look correct on the surface are exactly the kind of thing generative
models reproduce fluently: a hardcoded credential that “looks like” a placeholder, an
authorization check that handles the common case but misses an edge case an attacker will
find first. Duplication proliferates, because there is no mechanism prompting the model, or the
developer, to check whether the capability already exists elsewhere in the organization.
Dependency sprawl accelerates, because an agent solving a narrow problem will readily pull in
a new library to solve it locally, with no visibility into whether that library is already disallowed,
unmaintained, or duplicative of something already approved. Ownership blurs, because when a
system is assembled through iterative prompting rather than deliberate design, it is often
genuinely unclear who is accountable for it once it is running in production. None of thisis a
defect in the underlying Al model. It is the predictable result of applying a powerful accelerant to
a process that has no structure to accelerate responsibly.

This is not a new story, only a faster one. The same pattern played out with the shift from siloed
development to DevOps, and again, more recently, with the rapid and largely ungoverned
adoption of low-code and no-code platforms: a genuinely powerful tool, introduced without a
governing structure, reliably produces shadow systems, fragmented architecture, and
vulnerabilities that only become visible once they are already in production. What is different
this time is the window between adoption and consequence, which has compressed from years
to months, or less, and the volume of change one person can now generate in a single
afternoon, which has grown by an order of magnitude or more.
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THE ALTERNATIVE IS NOT LESS Al: ITIs Al INSIDE
GUARDRAILS

The correct response to the risks above is not to slow down Al adoption or ring-fence it to trivial
tasks; both of those responses forfeit most of the genuine value on the table, and neither is
what the most effective engineering organizations are actually doing. The correct response is Al-
augmented engineering: the same generative capability as vibe coding, deliberately embedded
inside the platform foundation described in Part 1, so that speed and governance stop beingin
tension with each other.

The clearest way to describe the difference is a three-layer operating model that applies to every
artifact produced in a modern software factory, regardless of whether a human or an Al system
produced it.

Human intent is where architecture actually happens. A developer or team defines what needs
to be built, why, and within what constraints, and remains accountable for the result. No current
Al system carries, or should carry, that accountability. Intent is not a task you delegate.

Al acceleration is where the manual effort collapses. Once intent is clear, Al can draft the
implementation, generate the tests, propose the infrastructure definition, or summarize the
incident, dramatically reducing the elapsed time between deciding what to build and having a
first working version of it.

Platform governance is what makes the first two layers safe to run at speed. Every artifact that
Al acceleration produces is validated against the same golden paths, quality gates, and policy-

as-code checks as an artifact a human produced by hand, not a lighter version of those checks,
and not a separate, faster path around them.

That last point is the entire architectural difference between vibe coding and Al-augmented
engineering, stated as plainly as possible: there is no Al exception path. Code an agent writes is
reviewed and merged through the same branch protections as code a person writes.
Infrastructure an Al assistant generates is validated by the same policy-as-code checks as
infrastructure written by hand. A test suite Al produces is held to the same coverage and quality
gates as one written manually. Al generates; the platform governs. Neither layer is optional, and
neither layer can substitute for the other.

One clarification worth making explicit before going further: “Al-augmented” does not mean “Al
does most of the work and a human glances at it.” The ratio of Al contribution to human
contribution varies enormously by task. An agent might autonomously implement an entire
well-specified CRUD endpoint, while a subtle concurrency bug might only ever get a
documentation lookup and a sanity check from Al, with the actual fix remaining entirely human
work. The three-layer model does not prescribe a ratio. It prescribes that whatever the ratio
turns out to be for a given task, intent and accountability stay human, and governance stays
constant.
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THE PREREQUISITE: YOU NEED THE PLATFORM
FOUNDATION FIRST

It is worth being direct about a consequence of the model above: if the platform foundation
described in Part 1 does not yet exist in your organization (no golden paths, no policy-as-code,
no consistent component boundaries), then adopting Al coding assistants does not give you Al-
augmented engineering. It gives you vibe coding with a bigger budget, because there is nothing
for the acceleration layer to be governed by.

Three things from Part 1 matter most as direct prerequisites for everything in the rest of this
document. Golden paths give Al something correct to align to: a reference implementation, a
template, a style guide it can be pointed at, rather than an ungoverned blank slate it has to
guess its way across. Component boundaries give Al a scope it can reason about reliably: a
well-defined component, with documented interfaces and dependencies, is something a model
can generate consistent, high-confidence output for; an undocumented, ad hoc arrangement is
not. Policy-as-code gives Al's output somewhere to be checked automatically, at machine
speed, rather than relying on a human reviewer to catch everything a fast-moving Al assistant
might introduce.

None of this means every plane and component needs to be fully mature before Al adds any
value, that would be an unreasonably high bar, and it is not how the most effective organizations
actually sequence adoption. It does mean the honest diagnostic question, before accelerating
any particular workflow with Al, is the one this series keeps returning to: how mature is the
golden path this Al assistant will actually be operating inside? Where the answer is “not very,”
the right move is to mature that golden path first, not to add Al on top of a gap and hope the
model compensates for it.

One more piece of this foundation is worth naming before moving on, because the rest of this
document leans on it constantly: everything from here on, giving agents safe access to tools,
grounding a model in your own documentation, and evaluating whether a model or promptis
actually working. It is, concretely, building out one or more of the Al Plane's eight components
from Part 1. That plane is subject to the same rule as every other component in the model: it
needs a defined purpose, interfaces, governance, and a way to measure whether it is working,
not an improvised arrangement that happens to involve Al.
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CONTEXT ENGINEERING: WHAT THE Al ACTUALLY SEES

Before walking through the factory stage by stage, it is worth answering a question that
determines the quality of everything downstream: when an Al coding assistant or agent
produces output, what does it actually know about your organization, your codebase, and your
platform, and how did it come to know it? Getting this wrong is one of the most common, least
visible causes of disappointing Al output, because a model that is fluent in general
programming knowledge but blind to your specific golden paths, internal libraries, and
architectural conventions will confidently produce code that is well-written in the abstract and
wrong for your organization in particular.

RETRIEVAL: GROUNDING THE MODEL IN YOUR OWN PLATFORM

Most production-grade coding assistants do not rely solely on what a model learned during
training. They retrieve relevant material at the moment of the request, the specific repository's
existing code, the relevant golden path template, internal APl documentation, architecture
decision records, prior incidents related to the component being touched, and supply it as
context alongside the developer's request. This is, concretely, the Retrieval & Knowledge
Grounding component of the Al Plane from Part 1, and it is what makes the difference between
an assistant that reproduces a generic, plausible-looking implementation and one that
reproduces your organization's actual, intended pattern. The practical implication for a platform
team is significant: the quality of your documentation, your component interfaces, and your
golden path templates is no longer only a human-readability concern, itis now a direct input to
Al output quality. Stale documentation does not just mislead a new hire occasionally; it actively
and confidently misleads every Al-assisted change made against it, at scale, continuously.

TooL AcCESS: THE MODEL CONTEXT PROTOCOL AS THE PLATFORM'S Al-FACING
INTERFACE

Increasingly, coding agents do more than generate text. They take action: running tests,
querying a ticketing system, calling an internal API, inspecting a running service's logs. The
Model Context Protocol, now widely adopted across major coding assistants and agent
platforms, standardizes exactly how an Al system discovers and safely invokes these external
capabilities, functioning as a common interface layer between an agent and whatever tools and
systems it has been granted access to. This is the Agent Orchestration & Tool Governance
component of the Al Plane in practice, and it is a direct and welcome extension of a concept
already introduced in Part 1: a component's documented interface (its API, its CLlI, its query
surface) is precisely what gets exposed to an agent through a protocol like this, rather than
something new that has to be invented for Al specifically. A well-defined Secret Management
component with a clean retrieval API, for instance, can expose a narrowly scoped, read-only
lookup capability to an agent through this kind of interface, without ever handing the agent
standing credentials or broader access than the task requires.

This matters architecturally for a reason worth stating plainly: the same discipline that makes a
component well-designed for human consumption (a clear, minimal, well-documented

interface) is exactly what makes it safe and effective to expose to an Al agent. Components with
sprawling, undocumented, or overly broad interfaces are risky to expose to agents for the same
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underlying reason they are hard for new developers to use correctly; the platform discipline
described in Part 1 pays a second, distinct dividend here.

CODEBASE INDEXING AND THE LIMITS OF CONTEXT WINDOWS

Even with retrieval and tool access working well, a model can only reason over a finite amount
of information at once. Mature tooling addresses this through codebase indexing, building a
searchable representation of the repository so that an agent can pull in only the specific files,
functions, or prior changes relevant to the current task, rather than requiring the entire
codebase to be loaded at once. This is why agent performance on a well-organized, consistently
structured codebase is often noticeably better than on a sprawling, inconsistent one,
independent of the underlying model's raw capability: an organized codebase is easier to index
and retrieve from correctly, in exactly the same way it is easier for a new human developer to
navigate.
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THE ANATOMY OF A MODERN Al-AUGMENTED SOFTWARE
FACTORY

The clearest way to make this concrete is to walk a single feature through the entire journey
from idea to production, the way it actually happens on a mature, Al-augmented platform,
naming, at every stage, both what Al is doing, what the platform is doing to keep that
acceleration safe, and what a developer's actual moment-to-moment experience of that stage
looks like.

FROM IDEA TO SPEC

A well-run Al-augmented factory starts before any code is written, with a clear, machine-
readable specification of what is being built: the inputs, the expected behavior, the constraints,
and the acceptance criteria. Al is genuinely useful here, helping decompose a vague feature
request into concrete requirements, surfacing edge cases a first draft missed, and drafting
acceptance criteria from a product description. Increasingly, this stage is itself a distinct
discipline, sometimes called spec-driven development: the specification becomes a durable
artifact that both the human team and the coding agent work from, rather than a paragraphin a
ticket that gets reinterpreted differently at every subsequent stage. The platform's role is just as
important and easy to overlook: the developer portal and existing component documentation
are what let both the human and the Al check, before writing a single line of code, whether this
capability already exists somewhere in the organization. Skipping this step is exactly how Al-
accelerated duplication happens.

INSIDE THE IDE: AGENTIC CODING WITHIN A GOLDEN PATH

This is the stage most people picture when they hear “Al-assisted development,” and it is
genuinely transformed: agentic coding assistants can scaffold an entire module, implement a
well-specified function, refactor across many files, and explain unfamiliar code, oftenin a
fraction of the time manual implementation would take. The difference in a mature factory is
what the assistant is scaffolding from. It starts from the golden path's template and reference
implementation, not a blank file, which means its output inherits the organization's
conventions, its approved libraries, and its architectural patterns by default, rather than
reproducing whatever pattern happened to be most common in the model's training data.

Two distinct working modes are worth distinguishing here, because they carry different risk
profiles and warrant different guardrails. Inline, suggestion-based assistance (completions and
small, in-editor suggestions a developer accepts or rejects line by line) keeps a human in
continuous, granular control, and is the lower-risk mode. Autonomous, multi-step agentic
execution, where an agent is given a task, works across multiple files or even multiple
repositories, runs commands, and returns a completed change for review, delivers considerably
more leverage, and considerably more of the risk this document is concerned with, precisely
because a human is not watching each individual step as it happens. Mature factories generally
reserve autonomous execution for well-bounded, well-specified tasks inside components with
strong test coverage and clear interfaces, and keep more open-ended or architecturally
significant work in the inline, human-driven mode, a risk-based delegation decision, not a
blanket policy in either direction.
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The developer's job shifts accordingly: less time typing boilerplate, measurably more time
specifying intent precisely, choosing which mode of assistance fits the task at hand, and
reviewing whether the generated implementation actually reflects what was asked for.

THE PULL REQUEST AS THE REAL CONTROL POINT

In a mature factory, the pull request, not the IDE, is where governance actually bites, because it
is the last point before code becomes shared, reviewable history. Al assists heavily here too:
summarizing a large diff, flagging likely defects or security issues before a human even opens
the review, checking the change against architectural conventions. None of this replaces
human review for anything beyond the most routine changes; it changes what the human
reviewer spends their attention on, shifting it away from mechanical issues a linter or an Al
reviewer catches reliably, and toward the questions that still require human judgment: does this
solve the right problem, is this the right trade-off, does this fit where the system is actually
headed. Every pull request, whether primarily written by a human or by an agent, carries the
same required checks and the same merge protections, including, in a well-run factory, a visible
record of which parts of the change were Al-generated, so that provenance is available later if
something needs to be traced back.

TESTS ARE GENERATED: COVERAGE IS ENFORCED, NOT REQUESTED

Al is highly effective at generating test cases from a specification or from existing code,
including edge cases a developer working under deadline pressure might not think to write by
hand, and at prioritizing which existing tests are most likely to catch a regression introduced by
a given change. What makes this safe rather than cosmetic is that coverage and quality
thresholds are enforced automatically as a quality gate the change cannot pass without
meeting, exactly as they would be for hand-written tests. A generated test suite that has not
been run against that same bar provides false confidence, which is arguably worse than no test
suite at all, because it looks like safety without providing it.

DELIVERY BECOMES PREDICTIVE, NOT JUST AUTOMATED

CI/CD in a mature factory is not only automated, it is increasingly predictive: models trained on
historical pipeline behavior can flag a deployment as unusually likely to fail before it runs, based
on patterns in the change itself, and can recommend rollout strategy (a canary versus a full
rollout, for instance) based on the assessed risk of the specific change. This intelligence is only
as good as the consistency of the pipeline itis trained on, which is exactly why the CI/CD
component's maturity, described in Part 1, is a direct precondition for this capability rather than
a nice-to-have alongside it.

INFRASTRUCTURE, CONFIGURATION, AND DEPENDENCIES FOLLOW THE SAME RULE
AS CODE

Infrastructure-as-code generated by an Al assistant (a new queue, an updated network rule, a
scaling policy) is validated against the same policy-as-code checks, the same cost guardrails,
and the same security baselines as infrastructure written by hand, with no separate, faster path
around that validation. The same rule extends to dependencies: when an agent proposes pulling
in a new library to solve a problem, that proposal passes through the same license, vulnerability,
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and approved-package checks any human-proposed dependency would, rather than being
quietly added because it appeared inside a larger, mostly-reviewed diff. This is one of the
highest-leverage places in the entire factory for Al to add value precisely because infrastructure
misconfiguration and dependency risk are both common and expensive, and also one of the
places where skipping governance for the sake of speed is most tempting and most dangerous.

SECURITY RUNS CONTINUOUSLY: INCLUDING SECURITY OF THE Al ITSELF

Security scanning, dependency checking, and secrets detection run automatically on every
change in a mature factory, Al-assisted or not, and Al materially improves this layer by
correlating findings, reducing false positives, and prioritizing what actually matters. But a
genuinely modern factory has to go a step further than earlier automation did, because Al-
assisted development introduces a category of risk that did not previously exist: coding agents
and assistants are themselves now a legitimate attack surface, through promptinjection from
untrusted content, unintended exposure of secrets through model context, and agentic tools
invoking actions beyond what a task actually required. Treating “the Al tooling itself” as
something requiring its own least-privilege permissions, its own monitoring, and its own explicit
boundaries (no direct production access, no unscoped credentials in context, no unsupervised
write access to protected branches) is now a baseline expectation, not an advanced
consideration. The Evaluation and Testing section later in this document treats this specific risk
in depth, including how to actively red-team an agent rather than simply hoping its guardrails
hold.

DOCUMENTATION WRITES ITSELF, AND HAS TO BE CHECKED LIKE EVERYTHING ELSE

Al is now routinely used to generate and update APl documentation, changelogs, and internal
runbooks directly from the code and the pull request that changed it, closing a gap that has
existed in software engineering for decades: documentation that drifts out of sync with the
system it describes because updating it is tedious and easy to skip under deadline pressure.
The same governance principle applies here as everywhere else in the factory: generated
documentation is reviewed, not blindly published, because confidently wrong documentation is
arguably more dangerous than the absence of documentation, especially once other Al agents
start treating it as ground truth through the retrieval mechanisms described earlier in this
document.

OBSERVABILITY CLOSES THE LOOP BACK INTO THE FACTORY

Finally, what happens in production feeds back into how the factory itself improves. Al-assisted
incident triage and anomaly detection shorten the time between a problem occurring and a
human understanding its likely cause. Where the system observed is itself an Al-powered
feature, this is the Al Observability component of the Al Plane specifically (token usage, latency,
output drift, hallucination rate) rather than general application monitoring, because the failure
modes worth watching are different in kind. In a mature factory, that sighal does not stop at the
incident retrospective. It feeds back into the golden path itself: a recurring failure pattern
becomes a new automated check, a missing piece of documentation, or an updated reference
implementation, so that the same class of mistake becomes structurally harder to make next
time, for both human developers and the Al assistants operating alongside them.
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IDENTITY, PERMISSIONS, AND THE RISE OF NON-HUMAN
ACTORS

A coding agent that can open pull requests, run pipelines, query internal systems, and in some
configurations merge and deploy code is, from a security and governance point of view, an actor
in your systems, not a passive tool a human operates at every step. Treating it as anything less
than that, purely because it is software rather than a person, is one of the more consequential
category errors an organization can make while adopting Al-augmented engineering. Everything
in this section is, concretely, the governance half of the Agent Orchestration & Tool Governance
component introduced in Part 1. The tool-access half was covered in the previous section; this
is the identity and permission model that makes that access safe.

AGENTS NEED THEIR OWN IDENTITY, NOT BORROWED CREDENTIALS

A recurring, understandable shortcut is to give an agent a developer's own credentials, or a
broadly scoped service account originally created for something else, because it is faster than
setting up something dedicated. This collapses two things that should stay separate: actions a
human genuinely took, and actions an agent took on that human's behalf. Mature factories
issue agents their own distinct, identifiable, non-human identity, so that every action an agent
takes (a commit, a pipeline trigger, an API call) is attributable to that agent specifically,
distinguishable from the human who initiated the task, and revocable independently if that
agent's access needs to be cut off without disrupting the human developer it was working for.

LEAST PRIVILEGE APPLIES WITH MORE, NOT LESS, FORCE

The general security principle of least privilege, granting only the access a task genuinely
requires, applies to agents at least as strongly as it applies to humans, and arguably more so,
because an agent's actions happen faster, in higher volume, and with less moment-to-moment
human observation than a person's do. In practice, this means scoping an agent's credentials
narrowly to the specific component or repository itis working on rather than granting estate-
wide access for convenience, time-boxing elevated access to the duration of a specific task
rather than issuing standing credentials, and defaulting to read access with an explicit, logged
escalation step for anything that writes to a protected system, rather than defaulting to write
access because it is more convenient to configure once.

EVERY AGENT ACTION NEEDS AN AUDIT TRAIL, BY DEFAULT

Because agents can act faster and more continuously than a human reviewer can watch in real
time, the audit trail becomes the primary mechanism for retrospective accountability rather
than an occasional check. A mature factory logs, for every consequential action an agent takes,
what it did, what task or prompt initiated it, what context it was given, and what the outcome
was, not as a compliance afterthought, but as the operational backbone that makes it possible
to answer “why did this happen” quickly when something unexpected occurs, which, at scale, it
eventually will.
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EVALUATION AND TESTING OF THE Al TOOLING ITSELF

Everything described so far treats Al tooling as a trusted accelerant operating inside platform
guardrails. That trust has to be earned and continuously re-earned, through the same
engineering discipline your organization already applies to any other production system: define
what “working correctly” means, measure it objectively, test it before and after every material
change, and treat a regression in it exactly as seriously as a regression in a payment system or
an authentication service. This is, concretely, what it means to build out the Al Evaluation &
Red-Teaming component of the Al Plane from Part 1, and, as this section gets into, it turns out to
be one of the components most likely to quietly involve Al accelerating Al, which is a distinct
enough situation to earn its own close look further down. Most organizations that adopt Al
coding tools skip this discipline entirely, relying instead on a vendor's public benchmark scores
and each developer's individual, informal sense of whether the tool “feels good.” Neitheris a
substitute for it, and this gap is, in practice, one of the most common reasons Al adoption
plateaus or quietly regresses after an initially promising start.

WHY PuBLIC BENCHMARKS ARE NECESSARY BUT NOWHERE NEAR SUFFICIENT

Public coding benchmarks measure something real (general model capability on a fixed, public
set of problems) and they are a reasonable first filter when choosing which models or tools to
evaluate further. They are a poor proxy for how a tool will perform inside your specific
organization, for a simple reason this document has already established: Al output quality
depends heavily on context (your codebase, your golden paths, your internal conventions) that
no public benchmark can represent, because it is specific to you. A model that scores wellon a
public leaderboard can perform noticeably worse against your actual component boundaries
and worse still against your specific compliance requirements, and the reverse is equally
possible. The practical conclusion is not to distrust public benchmarks, it is to treat them as a
shortlist filter, never as the final decision criterion.

BUILDING AN INTERNAL EVALUATION HARNESS

The reliable alternative is an internal evaluation harness: a curated, held-out set of
representative tasks drawn from your own codebase and your own golden paths, against which
any candidate model, tool, or configuration change is measured before it is trusted with real
work. A useful harness typically draws its tasks from several sources at once. Real, previously
solved tickets or bug fixes provide tasks with a known-correct answer to compare against.
Deliberately planted defects in a copy of a real component test how reliably a tool catches
problems it did not introduce itself. Golden-path scaffolding tasks, “add a new endpoint to this
service following our standard pattern”, test the specific thing this document has emphasized
throughout: does the tool's output actually conform to your conventions, not just to generically
good practice. And architecturally sensitive tasks, deliberately chosen from components with
strict interface or compliance requirements, test whether the tool respects boundaries it must
never cross.

Each task in the harness needs an explicit, ideally automatable, way to grade the result: does

the generated code pass the existing test suite, does it pass a held-out test the candidate never
saw, does a policy-as-code check flag it, does a security scanner flag it. Wherever automatic
grading is not feasible, a structured, calibrated human review process fills the gap, using the
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same rubric across every candidate to keep the comparison fair. The output of running this
harness against a candidate model, tool, or configuration should be a scorecard your
organization can compare over time and across options, not just a one-off impression from a
pilot.

WHEN THE EVALUATOR IS ALSO Al: THE RECURSIVE CASE

There is an honest gap in the paragraph above worth naming directly: “a structured, calibrated
human review process” does not scale well once the volume of Al-generated output is large,
which is exactly the situation a genuinely productive Al-augmented factory produces. The
common answer is to use a model to grade another model's output against a rubric, sometimes
called the “model-as-judge” pattern, checking generated code, generated tests, or a production
system's responses for correctness, tone, or policy compliance, far faster than a human panel
could. This is a real and useful technique, and it is also Al accelerating Al: Role One's
accelerator dynamic acting directly on a component of the Al Plane, not on one of the other
eleven planes.

It deserves a moment's caution precisely because it is convenient. A judge model is not an
infallible referee (it carries its own blind spots, its own training biases, and its own failure
modes), and if nothing outside that loop ever checks its judgments, a flawed evaluator can
rubber-stamp flawed output indefinitely, with no external signal to reveal the problem. This is
exactly the same rubber-stamp review risk this document raises elsewhere for human
reviewers, just relocated one level up: an unaudited Al judge is a rubber stamp that never gets
tired and never files a complaint.

In practice, this is manageable with a small number of concrete habits, and it is worth treating
them as non-negotiable rather than aspirational. Keep a held-out, human-labeled calibration
set that the judge model is periodically re-scored against, so drift in the judge's own behavior is
caught the same way drift in any other model is caught. Avoid using the same model, or the
same prompt, as both the generator and the sole judge of its own output. A second, differently-
sourced model or a distinct prompt reduces the chance that generator and judge share the
same blind spot. Track judge-versus-human agreement rate over time as its own metric, not just
the pass rate the judge reports, so a quietly diverging judge shows up in a dashboard instead of
an incident. And treat this as the Al Evaluation & Red-Teaming component's own Governance
topic, with a documented owner and a documented answer for how the judge's outputs are
checked, not an implicit assumption that quality control is self-certifying once Al is doing the
checking.

REGRESSION TESTING FOR MODEL AND CONFIGURATION CHANGES

Coding assistants and the models behind them change more often, and less visibly to you, than
most other production dependencies. A vendor can silently update the default model behind an
API, a prompt template embedded in a tool can change with a routine version upgrade, and an
agent's available tool set can expand without an explicit announcement that reaches your team.
Any of these can change output quality, cost, or safety behavior overnight, with no code change
onyour side to point to as the cause. A mature factory treats this the same way it would treat
any other upstream dependency with this risk profile: pin specific model versions where the
platform allows it, re-run the internal evaluation harness against any material upstream change
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before it reaches production usage broadly, and maintain a rollback path back to a previously
validated model or tool version if a regression is detected. Skipping this step because “it's just a
model update, not our code” is precisely the gap that lets a vendor-side change quietly degrade
an entire engineering organization's output quality without anyone noticing until defect rates
rise weeks later.

CONTINUOUS EVALUATION IN PRODUCTION, NOT JUST AT ADOPTION TIME

Evaluation cannot stop once a tool is approved and rolled out; the most valuable signal actually
starts flowing after that point. A mature factory continuously tracks metrics such as the
acceptance rate of Al-generated suggestions and completed changes, the defect rate of
shipped code attributable to Al-assisted versus human-only changes, the rate at which Al-
generated pull requests require substantial rework during human review versus a light pass, and
the cost (in tokens, APl spend, or compute for self-hosted inference) per unit of accepted,
shipped value, not per raw request. Attributing defects and rework accurately requires the
provenance tracking described earlier in this document; without knowing which changes were
Al-assisted, none of these metrics can actually be computed, which is itself a strong practical
argument for building that tracking in from day one rather than retrofitting it once someone asks
a question the data cannot answer.

This data serves two purposes at once. It tells you, with evidence rather than anecdote, whether
a given tool, model, or configuration is actually delivering value net of the review and rework it
generates. And it gives your engineering leadership an honest, defensible answer to a question
thatis increasingly being asked from well above engineering: is our Al investment actually
working, measured the same rigorous way we would measure any other significant capital or
operating expenditure.

RED-TEAMING CODING AGENTS SPECIFICALLY

Because coding agents can take autonomous action and are exposed to untrusted content
(issue descriptions, pull request comments, third-party documentation retrieved during a task),
they warrant the same adversarial testing discipline your security team already applies to any
system that processes untrusted input, adapted specifically to this new attack surface. A
meaningful red-teaming program for coding agents deliberately tests several distinct failure
modes. Prompt injection tests plant adversarial instructions inside content the agent is likely to
read during normal operation (a code comment, an issue description, a README in a
dependency) to see whether the agent follows an instruction it was never actually given by an
authorized human. Permission boundary tests deliberately ask an agent, through a plausible-
sounding task, to take an action outside its intended scope (accessing a repository it should not
touch, attempting to read a secret outside its scoped namespace) to confirm the platform's
enforcement, not the agent's own good behavior, is what actually stops it. Data exfiltration tests
check whether sensitive information present in an agent's context window can be induced to
leak into a log, a commit message, or an external API call the agent was not explicitly authorized
to make. And supply chain tests check whether an agent can be manipulated, through a
compromised or malicious dependency, into taking actions the developer who invoked it never
intended.
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The output of this kind of testing should feed directly back into the guardrails described
elsewhere in this document, tightening a permission scope that a red-team exercise proved too
broad, adding a specific detection rule for an injection pattern that succeeded, and restricting
which content sources an agent is allowed to treat as trusted context. Treat this as a recurring
program, not a one-time exercise conducted before initial rollout; the attack techniques against
agentic systems are evolving quickly, and a red-team exercise from a year ago provides limited
assurance about resilience against what is being tried today.

HUMAN CALIBRATION: MAKING SURE REVIEWERS ARE ACTUALLY CATCHING
PROBLEMS

A subtler but equally important dimension of evaluation is calibrating the humans in the loop,
not just the Al. If code review is where governance is meant to catch what automated checks
miss, it is worth periodically and directly testing whether that is actually happening, for
instance, by deliberately introducing a small number of known, planted defects into a batch of
Al-generated changes routed through the normal review process, and measuring what fraction
reviewers actually catch. A consistently low catch rate is an early, actionable warning sign of the
rubber-stamp review failure mode this series has already warned about, and it is far better to
discover that through a deliberate, controlled exercise than through an incident.

A BRIEF NOTE ON MODEL CHOICE: CLOSED APIs ARE NOT THE ONLY OPTION

Everything in this section applies regardless of which model or provider sits behind your coding
tools, and that is worth stating explicitly, because the default assumption in much of the
industry conversation is that Al-augmented engineering necessarily means depending on one of
a small number of closed, hosted model providers accessed over an API. It does not. Open-
weight models (models whose weights are published and can be run on infrastructure your
organization controls, whether on-premises or through a growing ecosystem of inference
providers) are a genuinely competitive, increasingly mainstream option for coding tasks, and
they are already the deliberate choice of organizations with strong data residency requirements,
a need for predictable and controllable cost at high volume, or a strategic preference against
concentrating a critical capability with a single external vendor. In terms of Part 1's Al Plane, this
is the difference between Model Serving & Inference and Fine-Tuning & Model Customization
being thin, vendor-delegated components and being real infrastructure your own team designs,
operates, and evaluates, a substantial architectural and operational decision in its own right,
covering model selection, self-hosting versus managed inference, and the different evaluation
and security posture self-hosted inference implies, and it deserves its own dedicated treatment
rather than a superficial pass here. The point to take from this paragraph is narrower and more
important than any specific recommendation: the evaluation harness, the regression testing
discipline, and the red-teaming program described in this section apply exactly the same way
whichever path you choose, and closed-provider APIs should be treated as one legitimate
option to evaluate on the evidence, not as the default that evaluation is unnecessary for.

THIS IS THE Al EVALUATION & RED-TEAMING COMPONENT, NOT A SIDE PROJECT

It is worth closing this section by naming plainly what has just been described: the evaluation
harness, the regression testing discipline, and the red-teaming program above are not a new
idea invented for this document. They are what it actually looks like to build out the Al
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Evaluation & Red-Teaming component that Part 1 named as one of the Al Plane's eight
components. Treating it with that label, rather than as an informal side project one team
maintains, changes how it gets resourced. Its purpose and scope is to provide an objective,
repeatable measure of Al tooling quality and safety before and during production use. Its
business value is confidence that Al adoption decisions are evidence-based and that
regressions, including a drifting judge model, are caught before they reach every team at once.
Its interfaces are the task sets, scoring rubrics, and scorecards other teams and the platform
team consume. Its consumption model is most often centrally run by the platform team on
behalf of the organization, with individual teams able to contribute additional tasks relevant to
their own components. Its governance includes who can approve a new model, tool, or judge
configuration for production use based on its results. Its dependencies include the very
components whose golden paths it draws test tasks from. Its maturity trajectory moves from an
ad hoc, manually run checklist toward a continuously running, automatically triggered
evaluation pipeline. Framed this way, “do we have a proper evaluation harness for our Al
tooling” is exactly the kind of concrete, roadmap-ready question Part 1 equipped you to ask
about any component, including the ones whose job is to check Al's work.
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WHAT ACTUALLY CHANGES FOR THE DEVELOPER

It is worth naming plainly what shifts in this model, because the anxious version of this
conversation, that Al simply replaces the developer, is not what a mature, Al-augmented factory
actually looks like. What shifts is the balance of where your time and judgment go, not whether
they are needed.

Considerably less time goes into mechanical implementation: boilerplate, repetitive CRUD
code, well-understood algorithmic patterns, first-draft test cases. Considerably more time,
proportionally, goes into work that was always the harder and more valuable part of the job, but
that used to compete for attention with typing: specifying intent precisely enough that an Al
assistant's output actually reflects it, verifying that generated code does what it appears to do
and not merely what it looks like it does, making the architectural trade-offs that determine
whether a system stays maintainable, and exercising the kind of judgment about what should
be built at all that no amount of generation speed can supply.

Four skills matter more than they used to, precisely because Al has made everything else faster.
Precise specification, the ability to describe what you actually want clearly enough that an Al
assistant's first attemptis usably close, is quickly becoming as fundamental a skill as writing
clear code once was. Rapid, rigorous verification, the ability to read a large, Al-generated diff
and actually assess whether it is correct, secure, and consistent with the system's architecture,
rather than skimming it because it looks plausible, is arguably the single most important new
skill this shift demands, because it is the human check that keeps acceleration from becoming
vibe coding by another name. Systems-level judgment (understanding how a change fits into the
broader architecture, not just whether it works in isolation) matters more, not less, when the
volume of change any one person can generate increases sharply. And a working understanding
of how the tools themselves behave, their known failure modes, what kind of task they handle
reliably versus unreliably, and when to reach for autonomous execution versus tighter, inline
assistance, is becoming a professional skill in its own right, not fundamentally different from
knowing your programming language's sharp edges.
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WHAT CHANGES FOR TEAM LEADS AND ENGINEERING
MANAGERS

If Al meaningfully increases how much code your team can produce, the honest first question to
askis where the bottleneck moves to, because it does not disappear. It relocates, usually to
review, verification, and architectural decision-making. Teams that scale Al-assisted code
generation without also scaling their review capacity and their architectural governance
typically discover this the hard way, through a growing backlog of unreviewed or superficially
reviewed pull requests, not through a triumphant increase in shipped features.

Several failure modes are specific to this transition and worth watching for deliberately, because
they are easy to miss until they have already caused damage. Rubber-stamp review is the most
immediate risk: reviewers approving Al-generated code faster than they would review human-
written code, on the implicit assumption that Al output is more trustworthy by default, when the
opposite assumption is the safer starting point. The Human Calibration practice described
earlier in this document exists specifically to catch this before it becomes systemic. Skill
atrophy in less experienced engineers is a slower, more insidious risk: a junior developer who is
never required to implement something the hard way at least occasionally may never build the
judgment that makes them capable of verifying Al output critically later. Deliberately preserving
some hands-on, unassisted practice is a genuine management responsibility now, not a
nostalgic preference. Uneven adoption across a team can quietly create a two-tier team, where
some engineers' output is heavily Al-accelerated and others' is not, without the difference being
visible in normal delivery metrics until a skills gap becomes obvious under pressure. And
measuring the wrong thing, tracking Al tool usage, lines of code, or number of pull requests
rather than the outcomes those things are supposed to serve, rewards exactly the behavior that
leads back toward vibe coding.

The more reliable measures are the same ones platform engineering already gives you a
vocabulary for: lead time for changes, change failure rate, time to restore service, and defect
escape rate, tracked before and after Al adoption, per team, rather than assumed. If Al-assisted
development is genuinely working the way this document describes, these metrics should
improve, or at minimum should not quietly degrade while raw output volume goes up. If they
degrade while everyone reports feeling more productive, that gap is itself the clearest possible
signal that governance has not kept pace with acceleration.

HIRING, ONBOARDING, AND SKILLS DEVELOPMENT CHANGE TOO

The skills worth screening for and developing in a team shift alongside the daily workflow itself.
Interviews and onboarding that focus heavily on the ability to produce syntactically correct code
from scratch, unassisted, are increasingly testing for a skill Al has partially commoditized, at the
expense of testing for the skills that now matter more: how someone reads and critiques an
unfamiliar, non-trivial diff, how they specify a problem precisely enough for either a colleague or
an Al assistant to act on it correctly, and how they reason about a system's architecture rather
than one function in isolation. Several engineering organizations have already begun adjusting
technical interviews to include exactly this kind of exercise (reviewing a deliberately flawed, Al-
plausible piece of code and identifying what is wrong with it) precisely because it predicts on-
the-job effectiveness in this model better than an unassisted whiteboard implementation does.
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GUARDRAILS IN PRACTICE: WHAT MAKES THIS NOT VIBE
CODING

Itis useful to consolidate the conceptual discussion into a concrete, checkable list, because
the difference between Al-augmented engineering and vibe coding should be verifiable in your
own organization, not just a matter of stated intent. Each item below is something you should
be able to point to a specific mechanism for, not merely a policy document asserting that it is
true.

o Al scaffolds only from approved golden paths. Coding assistants and agents are
configured, by default, to generate from the organization's own templates and reference
implementations, not from an ungoverned blank context, and this is enforced through
the context and retrieval configuration described earlier in this document, not left to
chance.

e There is no Al exception path through any quality gate. Test coverage thresholds,
security scans, and policy-as-code checks apply identically regardless of whether a
human or an Al system produced the artifact under review.

e Agentic tools operate with scoped, least-privilege, non-human identities. No
borrowed human credentials, no direct write access to protected branches, no standing
access to production secrets or environments, and no ability to deploy without a
defined human approval step for anything above a low-risk threshold.

e Every Al-assisted artifact carries a provenance record. It is possible to determine,
after the fact, which parts of a change were Al-generated, which model or tool produced
them, and who reviewed and approved them, not for blame, but because that
traceability is what makes debugging, auditing, evaluation metrics, and continuous
improvement possible at all.

¢ Human sign-off remains mandatory for merge and for high-risk production changes.
Acceleration changes how fast a human can reach a decision; it does not remove the
requirement that a human makes it.

o Reference architectures and golden paths are kept current and machine-readable.
If the documented “right way to do it” is stale, Al will confidently generate output that
matches the stale version, which is often worse than generating nothing, because it
looks authoritative.

o The Al tooling itself is evaluated, regression-tested, and red-teamed on a recurring
basis. Model and configuration changes are validated against an internal evaluation
harness before wide rollout, and agentic tools are periodically tested adversarially for
prompt injection, permission boundary violations, and data exfiltration, rather than
trusted by default because a vendor asserts they are safe.

¢ Any Al model used to evaluate or grade other Al output has its own, separate check.
A judge model's agreement with a held-out, human-labeled baseline is tracked over
time, and the same model or prompt is not used as both generator and sole judge of its
own work, so a drifting evaluator surfaces on a dashboard instead of in a production
incident.
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An organization that can check every item on this list has Al-augmented engineering, whatever it
chooses to callit. An organization that cannot is somewhere on the spectrum back toward vibe
coding, regardless of how sophisticated its Al tooling looks from the outside.
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COMMON FAILURE PATTERNS WHEN ADOPTING Al-
AUGMENTED ENGINEERING

A small number of failure patterns account for most disappointing Al adoption outcomes, and
all of them are avoidable with the model described in this document.

THE PROOF-OF-CONCEPT TRAP

An isolated pilot succeeds against one repository and one team's conventions, then fails to
generalize the moment it meets the real heterogeneity of the wider estate: different pipeline
formats, different conventions, different levels of documentation. This is not a failure of the Al
model; it is what happens when a pattern-matching system is asked to generalize across an
estate with no consistent pattern to match. The fix is sequencing: mature the golden path first,
then layer Al onto it, not the reverse.

“AlWROTE IT, SO IT'S PROBABLY FINE”

Confident-looking output triggers a very human shortcut: skimming instead of verifying. This is
precisely backwards. Al-generated code deserves at least the same scrutiny as human-written
code, and arguably more, until a team has enough experience with its specific tools, and
enough evaluation data of the kind described earlier, to know where they are reliable and where
they systematically fall short.

EVAL THEATER

A subtler failure pattern, specific to organizations that have heard the message about
evaluation, is adopting the language of rigorous evaluation without the substance behind it:
running a candidate model once against a handful of ad hoc examples, declaring it validated,
and never revisiting that judgment again as the model, the codebase, and the threat landscape
all continue to change. A real evaluation harness is a living, recurring practice with a maintained
task set and a standing decision process behind it, not a one-time slide in a rollout deck.

JUNIOR ENGINEERS WHO NEVER BUILD THE UNDERLYING JUDGMENT

If Al handles every implementation task before a junior engineer has struggled with the
equivalent problem unassisted even once, they may never develop the debugging instincts and
structural understanding that make them capable of catching Al's mistakes later. Deliberately
preserving some unassisted practice, especially early in a career, is a specific, intentional
counter-measure, not an accident of a slower era worth nostalgically defending.

EXCESSIVE AGENT PERMISSIONS “TO SAVE TIME”

Granting an agentic tool broad, standing access (to production, to unscoped credentials, to
deployment) because narrower permissions are inconvenient to configure is a shortcut that
trades a small amount of setup time for a large, open-ended increase in blast radius if that tool
is compromised, misconfigured, or simply wrong in a way nobody catches quickly enough.

degrees
CRONOS GROUP




Al-AUGMENTED ENGINEERING FOR DEVELOPERS

MEASURING ACTIVITY INSTEAD OF OUTCOMES

Tracking how much code Al generates, how many developers have adopted a given tool, or how
many pull requests are opened per week measures activity, not value, and consistently rewards
exactly the behavior (more output, faster, with less scrutiny) that leads back toward vibe coding.
The DORA-style outcome metrics referenced earlier in this document exist precisely because
they resist this failure mode.
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GETTING STARTED: BUILDING YOUR SOFTWARE FACTORY
INCREMENTALLY

Building this is not an all-at-once undertaking, and attempting it that way is itself a common
cause of failure. A workable sequence starts narrow and expands only once each step is
demonstrably working.

Pick one golden path and mature it deliberately before adding Al to it. Choose the single
most common “idea to production” journey in your organization, ensure its template, tests, and
policy checks are genuinely solid, and only then introduce Al assistance inside that specific
path.

Instrument before you accelerate. Capture your current lead time, change failure rate, and
defect escape rate for that path before rolling out Al tooling against it, so that “it feels faster” can
be checked against “it measurably is faster, without being worse.”

Stand up even a minimal internal evaluation harness before broad rollout. A handful of
representative, well-graded tasks drawn from your own codebase, run against any candidate
tool before it reaches every developer, catches more problems earlier than waiting for issues to
surface in production usage.

Configure agent permissions narrowly from day one. It is far easier to grant additional,
specific permissions later, once trust is earned, than to claw back broad access after an
incident has already made the case for you.

Make provenance and review policy explicit before adoption scales, not after. Decide, in
writing, what must always have human sign-off, what can be fully automated, and how Al-
assisted changes are marked as such, while the volume of change is still small enough to adjust
the policy cheaply.

Schedule your first red-team pass and your first human-calibration check early. Both are far
more valuable before an incident forces the issue than after, and both are cheap to run at small
scale as an initial baseline you can compare later results against.

Expand plane by plane, the same way Part 1 recommended building the platform itself.
Once one golden path is genuinely working with Al embedded in it safely, extend the pattern to
the next one, rather than rolling Al tooling out organization-wide in a single push.
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CONCLUSION

Vibe coding and Al-augmented engineering can use the exact same underlying models and the
exact same coding assistants. What separates them is not the Al at all. It is whether a platform
foundation exists to govern what that Al produces, whether the Al tooling itself is held to the
same evaluation and testing discipline as any other production system, and whether agents are
treated as the accountable, permissioned actors they actually are rather than as passive tools.
Without all three, acceleration amplifies whatever inconsistency, risk, and technical debt
already exist, at a speed no human reviewer can keep pace with. With them, the same
acceleration becomes a modern software factory: intent supplied by people, execution
accelerated by Al, every artifact governed by the same golden paths and quality gates regardless
of who or what produced it, and the tooling itself continuously measured rather than merely
trusted.

For developers, this changes where your time and judgment go, not whether they are needed.
Specification, verification, and architectural judgment become more central, not less. For team
leads and engineering managers, it changes where the real bottleneck sits, what needs to be
measured to know whether Al adoption is actually working, and what you screen and train for as
a result. For everyone, it depends entirely on the foundation described in Part 1 of this series:
twelve planes, seventy-six components including the Al Plane's own eight, golden paths, and
governance encoded as executable policy rather than as a document nobody has time to read
under delivery pressure. Extended, in this document, into the specific disciplines of context
engineering, non-human identity, and rigorous, recurring evaluation of the Al tooling itself,
including the uncomfortable but unavoidable question of what happens when the tool doing the
evaluating is itself Al.

That last point is worth restating plainly, because itis easy to let it slide past as a footnote rather
than a load-bearing part of the argument: the same accelerator dynamic this series describes
acting on the other eleven planes acts on the Al Plane's own components too, with no
exception, and a judge model grading another model's work is that dynamic operating in its
most concentrated form. Governing it is not an edge case bolted onto this document's
argument. It is the same argument, applied one level up, to the component whose entire job is
quality control.

That is the whole argument of this two-part series, stated as plainly as it can be stated. Platform
engineering is what makes Al-augmented engineering possible. Al-augmented engineering,
done with this level of discipline, is what makes platform engineering worth building right now,
at a pace that matches how quickly everything else in this industry is currently moving, and it is
achievable with either closed, hosted models or self-managed, open-weight ones, because the
discipline this document describes does not depend on which one you choose.
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